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ABSTRACT: In the past years we believed that IoT will be the future of the Internet 
and now we can easily say that we live in the future.  The Internet of Things has rapidly 
expanded and is expected to continue expanding even faster in the following years. 
This paper gives an overview of the most common Web protocols and IoT protocols 
and provides a comparison between the IoT Stack and Web Stack seen through prism 
of various layers assisting you in deciding the most suitable set of protocols for your 
IoT device.

KEYWORDS: Internet of Things, TCP/IP, IoT protocols vs Web protocols, IoT Stack vs 
Web Stack

INTRODUCTION 
The Internet of Things (IoT) refers to a complex network of “Things” – devices, 

embedded with software, sensing and other technologies that are able to connect and 
exchange information with other physical objects over the internet, through the use of 
standard message protocols [1].

The concept of the Internet of Things (IoT) was introduced in 1999 by Kevin Ash-
ton at a presentation he made for Procter & Gamble (P&G) in 1999 [2]. Radio-frequency 
identification (RFID), nano and sensor technology as well as intelligence embedded te-
chnology are the most important technologies of the Internet of Things. RFID is at the 
heart of the construction of the Internet of Things, its foundation and networking core 
[3]. The development of RFID, WSN and cloud computing contributed to fast develo-
pment of the communication among IoT devices and made it even more convenient 
than it was before [4].

Nowadays the internet no longer represents only a network of computers but 
also a network of  all kinds of devices such as vehicles, smart phones, home applian-
ces, toys, cameras, medical instruments and industrial systems, animals, people, buil-
dings. All of them being connected, communicating and sharing information based 
on protocols that allow smart restructurings, detecting, outlining, positioning, as well 
as, online monitoring and upgrade, control procedures and administration [1].  IoT gi-
ves us the possibility to connect and exchange information among billions of devices, 
services and people.

004.77.057.4-047.44



страна | 278

«МЕЃУНАРОДЕН ДИЈАЛОГ: ИСТОК - ЗАПАД»
И
Н
Ф

О
Р
М

А
Т
И
К
А

The IoT system can be divided in four sections [5]:
1. The Internet 
2. The local network (this can include a gateway, which translates proprietary 

communication protocols to Internet Protocol)
3. The “Things” (meaning, the devices)
4. Back-end services (enterprise data systems, or PCs and mobile devices)

IoT diverges in few main categories such as:
 » Industrial IoT, where the local network is based on one of many different 

technologies. The transmission of data over the global internet is going 
through IoT devices.

 » Commercial IoT, where local communication is typically either Bluetooth or 
Ethernet (wired or wireless). The IoT device will communicate only to devi-
ces in local area [6].

 » Consumer  IoT, where local communication through short-range commu-
nication and typically used technologies are Bluetooth, WiFi and ZigBee. 
These are suitable for small spaces like houses or offices [7].

With the growth of IoT, security became stronger and privacy risks minimized [8].  
In this paper we are comparing the standard networking with the IoT networ-

king through the most common protocols. Furthermore, some ideas for future resear-
ches are given

1. COMPARISON OF WEB AND IOT PROTOCOLS 
A. The TCP/IP Protocol

At the core of the Internet is the TCP/IP protocol stack which can be presented 
using the OSI seven layer reference model. To simplify the model the lowest three la-
yers, Physical and Data Link layer, Network layer, Transportation layer, are grouped to-
gether [9].

 » Physical and Data Link Layers 
The most common physical layer protocols used by embedded systems are [10]:

1. Ethernet (10, 100, 1G)
2. WiFi (802.11b, g, n)
3. Serial with PPP (point-to-point protocol)
4. GSM, 3G, LTE, 4G

 » Network Layer
Network layer conducts communication between the physical devices, deter-

mines the best path among networks reassuring transmission of information throu-
gh many communication protocols in an IoT system. MQTT and CoAP are the most 
common protocol for IoT. With the help of Wireless Sensors, the main objective of the 
network layer is to collect information that is obtained by the physical layer which is 
further sent to information processing unit. From every device in the IoT network pri-
vate information is sent with the assistance of the wireless sensors [11]. The transfer of 
information on the IoT network is carried by the network layer, therefore secure trans-
fer of data is done by this layer from physical layer to other layers [12].
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 » Transport Layer
TCP and UDP are transport protocols that can be found above the Network layer. 

The most used transport protocol for most of our human interactions with the Web 
is TCP, that is why, many people think that this is a reason why it should be the only 
protocol used at the Transport layer. TCP is a connection-oriented protocol [13]. It pro-
vides the function of establishing a connection with a mechanism to track data that 
has been sent and acknowledgement of what is received. This way, TCP can detect a 
missing packet and resend it accordingly, ensuring reliable transmission of data and 
flow control but for an embedded system, TCP can be overkill. This been said, connec-
tionless UDP is now finding its spotlight in sensor acquisition and remote control even 
if it has been relegated to network services such as DNS and DHCP. UDP is often used 
for transmission of information such as audio and video [14].

B. The IoT Protocols
You can build an IoT system with familiar Web technologies but the result would 

not be as efficient as with the newer protocols [15].

 » HTTP
HTTP was designed in the early 90s and it  is an extensible protocol that has evol-

ved over time [16]. HTTP runs on TCP protocol. It is the foundation of any data exchan-
ge and it is the foundation of the client-server protocol,  equipped with lot of headers 
to actually reach their destination over the internet. Including only a client in your IoT 
device is a more secure method. Excluding a server means that your IoT device would 
not be receive connections but will only be able to initiate them. After all, this protects 
you from an outside access to your local network [17].

 » WebSocket
WebSocket is a protocol that provides full-duplex communication over a single 

TCP connection between client and server meaning that it allows client and server to 
communicate in  a more real-time  manner. From the most part communication is hea-
derless and lightweight except for the initial handshake which is in HTTP [18]. Much of 
the connection management and the complexity around bi-directional communica-
tion on the Web is simplified by the WebSocket.

 » XMPP
XMPP (Extensible Messaging and Presence Protocol) is a good example of an 

existing Web technology finding new use in the IoT space. XMPP has its roots in instant 
messaging and presence information, and it offers a multitude of applications beyond 
traditional instant messaging and the distribution of presence data [19]. XMPP addres-
ses scheme to recognise devices on the network and enables the discovery and availa-
bility of services residing locally or across the network. XMPP provides a lot of support 
for communication, making it well suited for use within the realm of the Internet of 
Things making it suitable for remote management of appliances such as air conditio-
ners, refrigerators, dryers, washers and many more [20].
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 » CoAP
Web protocols can be used for IoT devices but even though they are available 

they are too heavy for most of the IoT applications. The Constrained Application Proto-
col (CoAP) was designed by the IETF for use with low-power and constrained networks. 
CoAP uses the same methods used by HTTP. CoAp is IoT client server protocol, much 
like HTTP, where a client makes a request and the server sends back a response. It is 
suitable choice of protocol for devices which operate on battery [21].

Here are some of the features of CoAP [22]:
1. CoAP uses UDP.
2. Because CoAP uses UDP, some of the TCP functions are reproduced in 

CoAP. CoAP can distinguish non-confirmable messages and confirmabale 
messages.

3. Requests and responses are exchanged asynchronously over CoAP 
messages.

4. All the headers, methods and status codes are binary-encoded, which 
reduces the protocol overhead.

5. Unlike HTTP, the ability to cache CoAP responses does not depend on the 
request method, but the Response Code.

6. CoAP fully addresses the need for an extremely lightweight protocol and 
the ability for a permanent connection. And if you have a Web background, 
using CoAP is relatively easy.

 » MQTT
MQ Telemetry Transport (MQTT) is an open source protocol for constrained devi-

ces and low-bandwidth, high-latency networks. It is a standard IoT messaging protocol 
carrying out messaging using publish-subscribe model unlike the HTTP that uses the 
request-respond model. Unlike HTTP, MQTT enables messages to be pushed to clients. 
Being designed as lightweight, MQTT, it is ideal for connecting small devices to cons-
trained network. The biggest IoT platforms, IoT cloud service providers and many IoT 
edge gateways and devices support connectivity with MQTT[23].

Some of the key benefits of MQTT are [24]:
1. Lightweight and Efficient – its clients are small and require minimal 

resources.
2. Bi-directional Communications - enables messaging between device to 

cloud and vice versa.
3. Scale to Millions of Things – it can scale to connect with millions of IoT 

devices
4. Reliable Message Delivery – delivery of the messages is very important in 

many cases and MQTT has defined three quality of service levels. 
5. Support for Unreliable Networks - reduces reconnection time required over 

unreliable networks
6. Security Enabled – TLS encrypted messages and modern uthentication 

protocols.

C. Comparison of Web protocols and IoT protocols
The key problem with IoT standardization is the limitations of the environment 

of IoT characterized by low storage capacity, energy constrains, low available bandwi-
dth and high packet loss because IoT does not allow TCP/IP protocol to reduce these 
losses [25].
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Fig. 1 below, shows a comparison between the IoT stack protocols and Web stack 
protocols. To solve this challenge, there are hundreds of proprietary protocols in IoT, 
M2M (Machine to Machine) and smart home communication technologies such as Zi-
gBee and BLE (Bluetooth Low Energy) or Bluetooth 4.0. These protocols are supported 
by huge number of product vendors. However, they are not standardized like TCP, IP, 
HTTP or SMTP [26].  

Most international standardization associations such as IEEE, IETF or W3C have 
standardized protocols such as 6LowPAN or CoAP and it is believed that other IoT pro-
tocols will be standardized like the web standards used today [27]. The IoT might use 
several application layer protocols and the future of IoT lies in understanding the need 
of standardizing the protocols majorly used across the network stack. Number of pro-
tocols like CoAP, MQTT and 6LowPAN would eventually become as successful as the 
TCP/IP stack used across the Web and Internet [28].

Fig.1 Web protocols vs IoT protocols

D. Comparison of the Web Stack and IoT Stack

Fig.2 Web Stack vs IoT Stack

Fig.2 summarizes the differences between the IoT stack and the Web stack with 
an emphasis to the functionalities depending on the various layers. 

Starting with the Physical Layer/Radio Frequency layer the IoT Stack uses wireless 
technologies like Bluetooth, ZigBee, Z-Wave etc. and it uses frequencies as per cellular 
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or indoor wireless technologies and country wide allocations for the same while, Web 
Stack has PHY layer and MAC Layer as per LAN or WLAN or DSL or ISDN technologies. 
Datalink or MAC layer in IoT stack, on the other hand, will use the same IoT wireless 
technologies as the Physical Layer (Bluetooth, Zigbee, Z-Wave etc.) but it takes care of 
medium access control and resource allocation and management [29]. 

Internet Layer (Network Layer) in IoT Stack uses 6LoWPAN to convert large IPv6 
packets into small size packets to be carried on wireless medium as per Bluetooth, Zi-
gBee etc. It also does header compression to reduce packet size. The Network Layer in 
Web Stack does not require protocols like 6LoWPAN. Fragmentation and reassembly is 
taken care by Transport Layer (i.e. TCP) itself [30].

As mentioned before in the Web Stack for the fragmentation and reassembly 
care is taken by the Transport Layer which is connection oriented and slower compa-
red to UDP which is used in IoT Stack [26]. UDP is faster due to smaller header size the-
refore is lighter than TCP. The Security Layer uses Datagram Transport Layer Security 
(DTSL) in IoT Stack while Web Stack uses TLS/SSL protocols for the same.

The differences between IoT Stack and Web Stack in the Application Layer is in 
the protocols they use which are CoAP, MQTT, XMPP, AMQP for IoT Stack and HTTP, 
DHCP, DNS for Web Stack [27]. 

HTML, XML and JSON Data formats are used by Web Stack while IoT Stack uses 
CBOR Data format that is based on JSON and uses binary encoding for tiny messages. 

IoT Stack is used in constrained network, having low power, low bandwidth and 
low memory requirements therefore it can transport tens of bytes and Web Stack is 
used in non-constrained network having no limits on power, bandwidth and memory 
that is why it can transport hundreds or even thousands of bytes [26].

The IP stack is extremely extensive and it requires big amount of power and memory 
from the IoT devices. In order for the devices to consume less power they may connect lo-
cally on non-IP networks and connect to the Internet through a smart gateway. Bluetooth 
and RFID are good examples of a non-IP communication with a low range up to few meters 
and this limits their applications to small personal area networks. To be able to increase the 
range of those small local networks a modification of the IP stack is needed [15].

2. DISCUSSION
By 2024 the industry, including retail, agriculture and manifacturing is expected to 

account over 70% of all IoT connections [31]. The number of industrial IoT units in service 
is expected to grow 180% over the next 4 years. IoT gives us huge advantages. It simpli-
fies our life by providing access to data that otherwise would not be available to us. 

The fast growth of the new technologies adobted by users will force the indus-
trial IoT networks to develop rapidly so it can be able to follow and expand the services 
on their networks. The security issues will grow alongside the network growth, seeking 
scaling up of the security processes [32]. By knowing and being aware of the risks we 
can take proper actions to mitigate those risks and to protect ourselves.

    IoT has the potential of becoming essential and its future has the opportunity 
to be limitless. The potential  of becoming essential lies not just in enabling billions of 
devices simultaneously but supporting the huge volumes of actionable data that IoT 
can manage and through  that  enabling  remote variety of business processes [31]. 

The design of IoT devices will depend of the selected network technologies and 
their proper selection requires compromise. What you will choose depends on many 
factors and priorities such as network range, data rate and power consumption which 
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are all directly conditionally related. The IoT device will require additional power to 
transmit the data if you increase the network range or volume of transmitted data [33]. 

The key point with an IoT device is to protect the network traffic. Typically, those 
devices use more often wireless network than wired network modules. This creates 
the demand to protect the transmission traffic between a sensor device and collecting 
point of data [34].

The rapid developments in Information Communication Technology (ICT) cau-
ses digital revolution in the healthcare sector. The top priority in healthcare sector is 
to provide secure and safer manners of accessing the patients’ health and medical 
information throughout the whole process of medication prescribing process. Bloc-
kchain technology assumed to be among one of the suitable way of authentication, 
authorization and sharing the medication information. The potential of blockchain in 
e-prescription process is being realized by many involved stakeholders and its immen-
se impact to improve the medication supply and enhanced healthcare economy and 
revenues. One of the vital on-going obstacle in the current e-prescribing systems is 
lack of mechanism for authentication and authorization and blockchain is the poten-
tial technology to handle this issue. The future of blockchain in the healthcare system 
seems to be quite prominent and visionary.

However, the practicality of the application for e-prescribing using blockchain is 
mostly untested yet.  From these reasons, for the future, we plan to implement a func-
tional prototype of the proposed architecture, shown in Section 3. A proposed system 
model are based on an open source community blockchain framework called Hyper-
ledger Fabric. Future work includes implementation and testing of proposed system 
in closed environment, development of the necessary components of the system, de-
monstration of the upscaling of the system by allocation of architectural component 
to different parts of the system and goes to real implementation.

 
CONCLUSION

The continuous development the Internet of Things leads us believing that pre-
dictions for the next decade might become reality even faster than we have imagined. 
Every day more and more applications are developed in order to satisfy and take ad-
vantage of the blooming industry. 

In this paper we a closer look at the most common communication technologies 
for short and medium range low power communication protocols such as RFID (Radio 
Frequency Identification) Bluetooth, Zigbee, and WiFi. Communication in the IoT world 
requires special networking protocols and mechanisms. Different set of protocols and 
standards may be used for communication on the network.

We provided comparison of the Web and IoT protocols and stacks leading us to 
the conclusion that the most suitable protocol is the one that has precise usage, can 
be widely deployed and accepted. Knowing the possibilities for each of the protocols 
will help to choose the best ones according to the corresponding IoT device and IoT 
application. Therefore, protocols proposed and implemented for each layer of the ne-
tworking stack should be coordinated to the requirements imposed by the IoT devices.

We hope that this paper will help to the interested parties on choosing the right pro-
tocols for IoT deployment in their business, home and industrial applications. Additionally, 
in our future work and research as logical extension we would also focus on deeper secu-
rity analysis and comparation of the IoT and standard IP Networking Stacks and threats 
which might occur due to protocol differences and possible inherent vulnerabilities.
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